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DATE ISSUED: February 6, 2007
SUBJECT: Daylight Saving Time

This information bulletin discusses the changes in the federal law
regarding Daylight Saving Time. The purpose of this bulletin is to
inform the community of possible issues and to provide recommendations
to minimize problems.

Bulletin:

The Energy Policy Act of 2005 amends the Uniform Time Act of 1966 by
changing the start and end dates of daylight savings time in the year
2007. Originally the clocks would be set ahead one hour on the first
Sunday of April and reversed on the last Sunday of October. The new
amendment changes this such that the time is set ahead one hour on the
second Sunday of March and reversed on the first Sunday of November.
This change could lead to complications of time stamped data services
such as databases, mail servers, NTP servers, firewalls, switches,
backup and storage systems, printers, pbx systems, fax machines, voice
mail systems, interactive voice response (IVR) systems, automated call
distributor (ACD) systems, copiers, cell phones and PDA devices.
Additionally, it should be noted that there are possible issues that
may arise for client/server computer systems such as authentication
services as well as other technology services that rely on time stamped
information.

There could also be complications in applications that use time stamped
data. We are aware of patches for the Sun Java Runtime Environment
(JRE); these should be applied and any other applications or
application environments should be checked to make sure that they will
correctly handle the new daylight savings time rules.

Windows 2000 has passed the end of Mainstream Support and will not be
receiving an update without Extended Hotfix Support. Windows XP SP 1
is no longer supported and will not be receiving an update for this
issue. Patches are available for Windows XP SP2, Windows Server 2003,
and Windows Server SP1. Please confirm with your vendors the needed
steps to assure that device times are kept accurate.

Recommendations:

* Identify all time dependent applications.

* Update and apply all appropriate patches to applicable
systems after appropriate testing.

* Ensure that your users are aware of the change and pay
particular attention to calendar entries during the new daylight saving
time periods.

* Validate that all critical systems have the correct
time
after each rotation of DST to mitigate any possible issues on those
hosts.
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